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Cratesa 1. Cdepa geficrBust HacTosimero ®@eaepajbHOro 3aKoHa

Hactosunmii ®enepanpHblil 3aKOH pEryJMpyeT OTHOIIEHHS B 00JacTH
obecnieuenns 06e30MacHOCTU KpUTHUYECKOH HHGOPMAMOHHON HHPPACTPYKTYPHI
Poccuiickoit ®epepauuu (majnee TakxKe — KpUTHYecKas HHGOpPMAalHOHHAS
MHOPaCTPyKTypa) B IHEMSIX €€ YCTOHYUBOrO (YHKIHOHMPOBAHUSA IIPH
IIPOBEICHUH B OTHOILEHUY €€ KOMIBIOTEPHBIX aTak.

Cratbs 2. OcHOBHbIE NOHSTHS, HCHIOJIb3yeMble B HACTOSILIEM
PegepaabHOM 3aK0HE

Hdns  uenmeit Hactosmero DeaepalibHOr0O 3aKOHa  HCIIOJB3YIOTCS
clleyronye OCHOBHBIE TTOHATHS:
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1) aBTOMaTH3UpOBaHHAs CHCTEMa YIPaBIeHU — KOMIUIEKC IMPOrPaMMHBIX
¥ IpOrpaMMHO-aNIIapaTHBIX CPEACTB, IpeIHAa3HAYeHHBIX IS KOHTPOJS 3a
TEXHOJIOTUYECKUM " (unm)  IPOW3BOACTBEHHBIM obopyznoBaHreM
(vcTIONTHUTENBHBIME YCTPOMCTBAMH) M TPOU3BOJUMBIMA MMM IIPOLECCAMH, a
TaKOKe JUIA yIIpaBlieHUs TaKUMU 000pyJOBaHNEM U IIPOLIECCaMHU;

2) 6e3011aCHOCTh KPHUTHYECKOH HH(OpMalMOHHONH HH(PACTPyKTypHl —
COCTOSIHME 3alIUIICHHOCTH KpUTHYECKOH HH(pOpMalMOHHON MH(PaCTPYKTYpHI,
obecneyuBaromiee ee ycToHuMBOe (YHKIHOHHPOBAaHUE IPH NPOBEJECHHH B
OTHOIIEHNH €€ KOMIIBIOTEPHBIX aTak;

3) 3HaYMMBIit 00BeKT KPUTHIECKOH HHPOPMALOHHOM
HHGPACTPYKTYPHI — OOBEKT KPUTHIECKOH HHGOPMAIMOHHOW HHMPACTPYKTYPHI,
KOTOpOMY IIPHCBOEHA OJHA U3 KaTeropuil 3HaYMMOCTH M KOTOPBIA BKIIOUEH B
peecTp 3HaYHMBIX 00BEKTOB KpUTHYECKOH NHPOPMaIOHHON HHDPACTPYKTYPHI;

4) KOMIIBIOTEpHAasl ~ aTaka —  [eJleHalpaBlIeHHOe  BO3JeiCTBHE
OporpaMMHBIX M (MJIH) NpOrpaMMHO-alapaTHBIX CpPEACTB Ha OOBEKTHI
KPUTHUYECKOH HHGOpPMAalMOHHON HHQPAaCTPYKTYphl, CETH 9JEKTPOCBS3H,
HCTIONIb3yeMBIe I OpTaHM3alldy B3aMMOJEHCTBUS TaKUX OOBEKTOB, B HEJAX
HapymieHuss U (Wiu) mpexpaineHus uX (QYyHKIHOHUPOBaHUSA M (WIH) CO3MaHUI
yrpo3sl 6e3omacHocTi 00pabaTeiBaeMoii TaKUMH 00BEKTaMH HHPOPMALIUH;

5) KOMIBIOTEPHBIN MHUUACHT — (aKT HapylIeHus U (W) npeKparieHus

(YHKIIMOHUPOBaHHS obpexTa KPUTHHYECKOH UHPOPMaLIOHHOH



MHQPACTPYKTYPhl, CETH OJIIEKTPOCBI3W, HCHONB3YeMOH [JIs OpraHu3aliy
B3aUMOJIeHCTBAS Takux O0OBEKTOB, M (WiIH) HapymeHus O0e30MacHOCTH
obpabarriBaeMOl TakuM 00BEKTOM HH(OPMAINH, B TOM YHCJIE IPOH30IIEAIIIH
B pe3yJibTaTe KOMIBIOTEPHO aTaky;

6) kpuTuueckas HHpOpManuoHHas HHQPPACTPyKTypa — OOBEKTHI
KPUTHMYECKOH  MH(QOpPMalMOHHOX  HMHQPAcCTPyKTYphl, a Takxke CeTH
BIIEKTPOCBSA3H, HCIIONb3yeMble M OpPraHU3aldd B3aHMOMEHCTBHA TaKHX
00BEKTOB;

7) OOBEKTHI  KPUTHUECKOH HHGOPMAUUOHHOW HWHPPACTPYKTYpHl —
MH(OpPMAIMOHHBIE CUCTEMBI, HH(OPMALHOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH,
AaBTOMATH3UPOBAHHBIE CHUCTEMbBI YIpaBi€HUI CYOBEKTOB  KPHUTHYECKOH
uHQOpPMALMOHHOM UH(PPACTPYKTYPHI;

8) cyOBeKThl KpUTHYEeCKOH WHGOPMALMOHHOW HHPPacTpyKTypel -~
rOCylapCTBEHHbIE OpraHbl, TOCYJapCTBEHHBIE YUPEXAEHHSI, POCCHHCKHE
IOpUAMYecKye TUNa U (WIH) HHOUBUIYaIbHbIe TpeANPUHUMATEIH, KOTOPBIM Ha
npaBe COOCTBEHHOCTH, apeHAbl WIM Ha HWHOM 3aKOHHOM OCHOBaHHH
HpUHAIEeXAT HHPOPMAUOHHEIE CHCTEMBI, HHPOPMAaILOHHO-
TeJIeKOMMYHHKAIIMOHHbIE CETH, aBTOMATH3UPOBaHHbIE CHUCTEMBI YIPaBJICHUS,
¢yHKIMOHNpYIONIKe B cdepe 3IpaBOOXpaHEeHHs, HAyKH, TPAHCIIOPTa, CBS3H,
DHEPreTHKH, OaHKOBCKOH chepe M WHBIX cdepax (HHAHCOBOTO PHIHKA,

TOIUIMBHO-OHEPICTHUYECKOIO KOMILJIEKCa, B o0ylacTH  aTOMHOM DHEpIruy,



000pOHHOH, paKeTHO-KOCMUYeCKOH, TOpHOAOOBIBAIONIEH, METAJLTyprHiecKod U
XMMHYIECKOH IPOMBINIIEHHOCTH, POCCHICKHE IOpHAMYECKHe nuna u (Wim)
MHIUBHyaJIbHBIE IIpeIIpPUHIMATENH, KOTOpBIE obecrieynBaoT
B3aMMOJIEHCTBUE YKa3aHHBIX CUCTEM WM CETEH.

Crarss 3. IlpaBoBoe peryjiupoBaHue OTHOLIEHHI B 00/1acTH
obecrieyenns 0e30NaCHOCTH KPHTHYECKOH

HHpopMannoHHOH HHPPACTPYKTYPHI

1. OtHomenus B oOmact obecreueHuss ©O€30maCHOCTH KPHUTHYECKO
UHQOPMAIMOHHONH HHQPACTPYKTYphl pEeryjlupyioTcs B COOTBETCTBHH C
Koncturynueii Poccuiickoit @enepartuu, oOmeNnpU3HaHHBIMH MPUHLIANIAMHA U
HOPMaMH MEXIyHAapOJHOTo ImpaBa, HacrosamuM @enepanbHBEIM 3aKOHOM,
JIpYI'uMH (pelepallbHBIMHA 3aKOHaMM ¥ IIPUHUMAeMBIMH B COOTBETCTBUH C HUMHU
WHBIMHA HOPMaTHUBHBIMU IIPaBOBHIMHU aKTaMH.

2. OcobenHocTH npuMeHeHuss Hactosmiero denepanbHOro 3akoHa K
CEeTAM CBS3M OOIIEro MONb30BaHUA onpeneistorcs PDenepanbHBIM 3aKOHOM
ot 7 urons 2003 roga Ne 126-D3 «O cBsA3wW» ¥ NPUHUMAEMBIMU B COOTBETCTBUH
C HUM HOPMAaTHBHBIMH IIpaBOBBIMU akTaMH Poccuiickoit Penepanuu.

Cratbs 4. IlpuHnHanel obecnieyeHus 6€30NaCHOCTH KPHTHYECKOH
HH(pOpManHOHHOH HHPPaCTPYKTYpBI

Ipunnunamu obecrieueHus 6e3omnacHOCTH KPUTUYIECKOM
HHPOPMALHOHHON HHPPACTPYKTYPHI ABJISIOTCS:

1) 3aKOHHOCTB;

2) HEeNPEPEIBHOCTh ¥ KOMIUIEKCHOCTh ofecredeHus ©Oe30macHOCTH



KPUTHIECKOH MHPOPMAIMOHHOH HH(PACTPYKTYpPhI, JOCTUraeMble B TOM UYHCIIE
32 CYET B3aUMOJAEWCTBUA  YIOJHOMOYEHHBIX (elepajibHBIX OpPraHoB
HCTIOJIHUTENbHOM BIAacTH H CyOBEKTOB KpUTHYECKOH HH(GOpPMAaIMOHHON
HHPACTPYKTYPBI;
3) npuopHuTeT IPEIOTBPAICHHS KOMIIBIOTEPHBIX aTaK.
Cratps 5. I'ocygapcTBeHHasi cucTreMa 00Hapy KeHH,
npeaynpexIeHus ¥ JHKBAAANNH NOC/AeICTBHIA
KOMINBbIOTEPHBIX aTaK Ha HHPOPMALHOHHbBIE pPecypChI
Poccuiickoii ®egepannu
1.TocymapcTBeHHass cucreMa OOHApyXKeHHs, MpPERyNpeXICHUI H
JMKBHOALUH ITOCIIEACTBUN KOMITBIOTEPHBIX aTaK Ha HHPOPMallHOHHBIE PeCypPChI
Poccmiickoit ®enepaunm mnpejcTaBiseT co0oil €IUHBIN TeppUTOPUATBHO
pacnpefencHHbI  KOMIUIEKC,  BKJIOYAIOMMM  CHUJIBI M CPEHCTBa,
NpeHa3HAYCHHbIe [N OOHAapyXeHHd, IPEeNyNpEeXACHUS U JUKBUAALUU
IIOCNEACTBANA KOMIIBIOTEPHBIX aTaK M pPearupoBaHMs Ha KOMIIBIOTEPHBIE
WHUOUACHTHL. B nendx Hacrosimeil craThd NoA MHGOPMAanMOHHBIMH pecypcaMu
Poccuiickoit ~ Denepani  NOHUMArOTCS  UH(QOPMAIMIOHHBIE  CHCTEMBI,
HHPOPMAIIHOHHO-TEICKOMMYHHUKAIMOHHbIE CETH K  aBTOMAaTH3UPOBaHHBIE
CHCTEMbI YIpaBJIeHHs, Haxoasgmuecs Ha Teppuropuu Poccuiickoil ®enepanuy,
B JIMIUIOMATHYECKNX IPEICTaBUTENLCTBAX U (WJIM) KOHCYNbCKUX YUPEIKICHHUIX
Poccuiickoit @enepanyi.

2. K cunaMm, npepHasHaueHHBIM JUIsi OOHapyXKeHUs, IpenyNpexIeHus U

JJUKBHOAIINH TOCJIEICTBUH KOMITBIOTCPHBIX &aTaKk W PpPCardpoBaHMA HA



KOMITBIOTEPHBIE HHIUACHTEI, OTHOCSATCS:

1) mogpa3geneHuss © JODKHOCTHBIE JHIa (eaepaibHOrO oOpraHa
WCTIOJIHUTENFHOM BIAcTH, YHNONHOMOYEHHOro B oOnacTé obecrnedeHus
(GYHKIMOHUPOBAHUSA roCyAapCTBEHHOM CHCTEMBI obOHapyKeHu,
OpefynpexAcHus W JIMKBUAAIUM IOCICACTBHM KOMIIBIOTEPHBIX aTak Ha
uHdopmanonHsle pecypchl Poccuiickoit @enepanny;

2) opranu3anus, cozgaBaeMas (elepalbHBIM OPraHOM HCIOJHUTEIBHOM
BJIaCTH, YIOJHOMOYEHHBIM B oOnactu obecrnedeHuss (QYHKIHOHUPOBAHUS
rOCyAapCTBEHHO! CHCTEMbl OOHapyXeHHUS, NpeXyNnpeXIEHUs ¥ JIMKBUIAIUU
HOCJIeAICTBUI KOMIIBIOTEPHBIX aTak Ha MH(OpMalMOHHEIE pecypcsl Poccuiickoit
Qepepaunn, s obecnedeHHs KOOpAMHAIMH JESITEIBHOCTH CYOBEKTOB
KPUTHYECKOH HHGOPMaMOHHOM HHQPACTPYKTYpHI IO BopocaM oGHapyKeHH ,
IpeayNpexACHUS M JUKBUIAIUH IIOCIEACTBHA KOMIIBIOTEPHBIX aTak H
peardpoBaHusi Ha KOMIBIOTEpHBIE MHIMACHTHI (Jlaee — HaIMOHAIbHEIN
KOOPIVHAIIUOHHBIN [EHTP IO KOMITBIOTEPHBIM HHUIUACHTaM);

3) nogpasmeneHus W JOJDKHOCTHBIE JIMIA CYOBEKTOB KpUTHYECKOM
uHQOpMAIIOHHON HHGPACTPYKTYPhl, KOTOphle NPHUHUMAIOT Y4acTHe B
o0Hapy>KeH!H, NPEAyNpeXICHAN U JIUKBUIAIMH TTOCIECACTBUN KOMIBIOTEPHBIX
aTaKk ¥ B pearipOBaHUM Ha KOMIIBIOTEpHBIE HHIIUACHTHI.

3. Cpexcreamy, IIpeIHa3Ha4YECHHBIMH U obHapyxeHu4,

NpeayinpexiacHud ©W JIMKBAAaNUH MOCIeNCTBHIA KOMIIBIOTCPHEIX aTaKk H



peardpoBaHHs Ha KOMIIBIOTEpHBIE WHIIWACHTHI, SABIIOTCA TEXHHYECKHE,
IporpaMMHbIe, IPOTrpaMMHO-alNapaTHbIE ¥ UHBIE CPEJCTBa A OOHapyXeHHS
(B ToM d4mcie A TOMCKAa INPHU3HAKOB KOMIIBIOTEPHBIX aTaKk B CETAX
3JIEKTPOCBS3H, HCHOJB3YEMBIX Ui OpraHH3alldd B3aHMOJEHUCTBHUS OOBEKTOB
KpUTHYECKOH  HHGOPMALMOHHOM  HMHOPACTPYKTYpHI), MpenynpexiacHus,
JIMKBUALMH ITOCJIEACTBII KOMITBIOTEPHBIX arak ¥ (i) oOMeHa uHopmanuei,
HeoOxonuMoil cyObekTamM KpUTHYecKoi uHQopManuoHHON HHQPaCTPYyKTYpHI
npu oOHAapyXeHUU, HpeNyNpeXIeHUH U (UiM) JIUKBHOALUM TIOCIEACTBHI
KOMITPIOTEPHBIX aTakK, a Takke KpunrorpaduyecKue CpelcTBa 3allUThl TaKOH
uHpOpMaIUH.

4. HaupoHANbHBIA KOOPAVHAIWMOHHBIA LEHTP N[O KOMIIBIOTEPHBIM
WHIWOCHTaM OCYIIECTBISIET CBOIO JIeATENIbHOCTh B  COOTBETCTBHH C
MOJIOXKEHHUEM, YTBEpXKZaeMbiM (eaepanpbHBIM OpraHOM — HCHONHUTENbHOH
BJIaCTH, YIOJHOMOYEHHBIM B oOmacté obecrmedeHus (QYHKIMOHHPOBAHUS
TOCYyapCTBEHHOHN CHCTeMBbl OOHapyXeHHs, HpeAyHpeXJIeHHS M JHUKBUAALUH
TOCJIe[ICTBUI KOMITBIOTEPHBIX aTak Ha nH(opMallHoHHbIE pecypcsl Poccuiickoit
®denepanuu.

5.B rocymapcTBeHHON cucTeMe OOHApy)XEHHS, NPERYIPEeXIECHUI H
JIMKBHJIAIMH ITOCIEIACTBHI KOMIIBIOTEPHBIX aTaK Ha HHPOPMAIMOHHEIE PeCypCh
Poccutiickoit Penepanun ocymecTBiIsstoTcs cOop, HaKOIUIEHUE, CUCTEMaTH3aIHsA

¥ aHaIU3 HH(OpMAaIlH, KOTopas IOCTYIIAaeT B JaHHYIO CUCTEMY Yepe3 Cpe/ICcTBa,



IpeAHa3HA4YeHHble M1 OOHapyKeHHs, MNpeIyNpeXACHUSs H JIUKBUIALUH
IOCTIEICTBHII KOMIIBIOTEPHBIX aTakK, MHGOpManuy, KOTOopas NpeACTaBiIsgeTcs
cyObeKkTaMH  KpUTHYeCKOH  HHQOpPMAanUOHHOM  HHOPaCIPYKTypel |
¢benepasbHBIM OPraHOM UCIIOTHUTENBHOHN BIIACTH, YIIOJHOMOYEHHBIM B 001aCTH
obecrniedenus 6€30MacCHOCTH KPUTHYECKONH MHPOPMAILMOHHOW HHOPACTPYKTYPHI
Poccuiickoit Denepanyy, B COOTBETCTBUM C IlepeyHeM MH(OpMaluu H B
HOpsIIKe, OMpeJieNiieMbIMH (penepanbHbIM OPraHOM HMCHOJHUTEIHHOH BIIACTH,
YIOJIHOMOYEHHBIM B obmactr obecrieueHus GYHKIHOHUPOBAHUS
roCyJapCTBEHHOM CHCTEMBbl OOHApYyXEHUs, NMPEeNyNpexXIeHHUs Y JUKBUAALUH
TIOCNIEACTBUI KOMITBIOTEPHBIX aTak Ha MH(GOpManroHHbIe pecypcsl Poccuiickoit
®enepanuy, a Takke MHPOpPMALIAU, KOTOpast MOXKET IPEICTABIATHECA UHBIMA HE
ABJLIFOIUMHUCS CyObeKTaMH KpHTHYeCKOH HMH(OpManoHHONH MHQPPacCTpyKTYpHI
opraHaMH ¥  OpraHM3alMsIMM, B TOM 4YHCJIE HHOCTPAaHHbBIMH H
MeXAyHapOIHBIMHU.

6. @enepasibHBI OpraH HCIOJHUTENBHOM BIACTH, YIHOJHOMOYEHHBIA B
obmactu obOecneueHyss (YHKIMOHHUPOBaHHMS TOCYHApCTBEHHOH CHCTEMBI
oOHapyXeHus, IMpeayIlIpeKaeHNs U JIUKBUIALUHN MTOCIEACTBHH KOMIIBIOTEPHBIX
aTak Ha uMHQOpManMoHHBIe pecypchl Poccuiickoit denepanuu, opraHu3yer B
YCTAaHOBJIEHHOM MM 1Hopsike oO0MeH wuHpopMaiueii 0 KOMIBIOTEPHBIX
HHOUAEGHTaX  MEXIy  CyOBeKTaMHM  KpUTHYECKOH  HMHGOpMaIHOHHOI
UHQPaCTPyKTYPEI, a  Takxke  MexXIny = cyOpeKkTaMM — KPUTHYECKOMH

AHQOPMAIHOHHOM  HMHOPACTPYKTYphl M  YIOJHOMOYEHHBIMH  OpraHaMu



HMHOCTPaHHBIX roCyapcTB, MEeXIyHapOAHbIMH, MEXIYHapOIHBIMU
HEIIPaBHTEIBCTBEHHBIMH OpraHMU3allMsIMH ¥ HHOCTPAHHBIMH OpraHHU3aLHiMU,
OCYHIECTBIIIONINMH JEeATEIILHOCTh B 00J1aCTH pearnpoBaHUs Ha KOMIIBIOTEPHBIE
HHIUACHTHI.

7. llpemocraBieHre M3 TOCYHAapCTBEHHOH CHcTeMbl OOHapyXKeHHS,
NpedynpeXIeHUs ¥ JUKBHAALMH IIOCIEACTBUM KOMIBIOTEPHBIX aTaKk Ha
UHQOPMAaILMOHHEIE pecypcst  Poccuiickoi Denepauuu CBEACHUI,
COCTaBIIIOMX TOCYNApCTBEHHYIO JHMO0 MHYIO OXpaHAeMyI0 3aKOHOM TaifHy,
OCYIIECTBIISETCSI B COOTBETCTBMHM C 3aKOHOJATENbCTBOM Poccuiickoii
®enepanuu.

Cratps 6. Ilonnomouns Ilpesnaenta Poccniickoii @enepannu

H OPTraHOB rocyAapcrBenHoii Biactu Poccuiickoi
®enepanun B 00j1acTn obecnevyenns 6e30nNacHOCTH
KpHTHYeCKOH HH(POpMaUHOHHOI HHPPACTPYKTYpbI

1. Ilpe3unent Poccuiickoit Penepanny onpenenser:

1) ocHOBHBIE HampaBleHUS TIOCYAAPCTBEHHON MOMMTHKM B o6iactu
obecrieueHust 6€30I1aCHOCTU KPUTHIECKOH HHGOPMALMOHHOW HHPPaCTPYKTYpHI;

2) penepanpHBlii OpraH HCHOJHUTENHHON BIACTH, YIOJIHOMOYEHHEBIA B
obmactu obecrieueHuss 0€30IaCHOCTH  KpUTHYECKOH  UH(POPMAIIOHHON
uH(pacTpyKTyphl Poccuiickoit @enepanuy;

3) ¢enepanpHBli OpraH HCIOJHUTENBHOM BIACTH, YNOJHOMOYEHHBIN B

obmactn obecredeHus (QYHKIMOHHPOBAHUSA TI'OCYJapCTBEHHOM  CHCTEMBI

06Hapy>1<eHH5{, OpeaynpexiacHus 1 JIMKBUAaUNU MOCJIEACTBUH KOMITIBIOTCPHBIX
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aTak Ha MHQpopManuoHHbIe pecypchl Poccuiickoit ®enepanny;

4) mopsIOK  CcO3MaHMd M 33Jadyd  TIOCYJAapCTBEHHOM  CHCTEMBI
oOHapy)XeHHUs, IPeIyNpeXIeHUS U JTUKBUAALUN MOCIEACTBUH KOMIIBIOTEPHBIX
aTak Ha nHpopManuoHHbIe pecypchl Poccuiickoiit ®eneparnuu.

2. IlpaButensctBo Poccuiickoit @enepaniiy ycTaHaBIMBAET:

1) nokazarenyn  KpUTEpHEB  3HAYUMOCTH OOBEKTOB  KPUTHUYECKOM
UHPOpMALIMOHHON MHQPACTPYKTYpPhI U UX 3HA4YCHHUS, a TAKXKE NOPAJOK U CPOKHU
OCYIIECTBIJICHHUS UX KATErOpHPOBaHNS;

2) mOpsAAOK OCYIIECTBICHHUS TIOCYJapCTBEHHOTO KOHTpONIS B o00nacTu
obecrnieueHus 6e3omacHOCTH 3HAYHUMBIX 00BEKTOB KpUTHUYECKOU
HHPOPMaMOHHON WHPPACTPYKTYpPHI;

3) mopsiIOK MOATOTOBKM M HCIONB30BaHUS peCypcoB €IUHOH CceTd
anekTpocBa3u Poccuiickoit @eneparun s obecrniedyeHnss (GyHKIAOHUPOBAHUSL
3HaYHMEIX 00BEKTOB KpUTHUECKOH HHOpMAaInOHHON HHPPaCTPYKTYpHL.

3. ®enepanbHBId OpraH HCIOJHUTENBHON BIAcTH, YIOJIHOMOYEHHBIH B
obmactu ofbecrieueHHs 0e30MaCHOCTH  KPUTHYECKOH  HHGOPMAIMOHHON
uHpacTpykTypsl Poccuiickoit @eneparuu:

1) BHOCHUT mIpeyIONKEeHUs O COBEpLICHCTBOBAaHMH HOPMAaTHBHO-IIPaBOBOTO
perymupoBanus B oOnactu obecnedeHuss 0e30IaCHOCTH  KPUTHYECKOM
uapopmanmronHoil uHdpacTpykrypsl I[Ipesunenty Poccuiickoit Penepanuu u

(umm) B IlpaBurensctBo Poccuiickoit Peneparyy;
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2) yTBEepXKIaeT TMOPAJOK BENEHHS peecTpa 3HAYUMBIX OOBEKTOB
KpUTHYECKOH HHPOPMALMOHHOH HH(PPACTPYKTYPHI B BEAET AaHHBIN peecTp;

3) yrBepknaer (¢opMy HampaBleHHS CBEAGHHH O pesyibTarax
IPUCBOEHUA 00BEKTY KpUTHIEeCKOH MHGOpMaMOHHON HHQPACTPYKTYPHl OXHOM
U3 KaTeTropHil 3HAYUMOCTH JIH0O0 00 OTCYTCTBHHM HEOOXOAHMMOCTH IIPUCBOCHHS
€My OAHOW U3 TaKX KaTeropui;

4) ycranaBnuBaeT TpeboBaHMs 1o obecrmedeHHio 0e30IacHOCTH
3HAYUMBIX OOBEKTOB KPHTHYECKOH HWHPOpPMAIMOHHONK HHQPaCTPyKTYpHI
(Tpe©oBanuA 10 obecreueHuIo 6e30macHOCTH PHGOPMAIOHHO-
TeJIEKOMMYHHUKAalIMOHHBIX CEeTeil, KOTOpHIM IIpHCBOEHa OJHA M3 KaTeropuii
3HAYUMOCTH M KOTOPBIE BKJIIOUEHEI B pEECTp 3HAYMMBIX 00BEKTOB KPUTHYECKOM
AHPOPMALMOHHON WHQPACTPYKTYpPhI, YCTAaHABIHUBAIOTCS II0 COIVIACOBAaHHIO C
denepaNbHBIM OPraHOM HCIIOMHUTENIBHOM BIACTH, OCYIIECTBISIONIM (QYHKIIHN
o BeIpabOTKe W peald3allUd TOCYNApCTBEHHOH NOJMTHKM W HOPMaTHBHO-
NPaBOBOMY peryJMpoBaHHI0O B 00lacTd CBA3M), a Takxke TpeOOBaHHA K
CO3[aHMIO CHCTeM O0e30IacHOCTH Takux OOBeKTOB M 00eClnedeHHI0 uXx
¢bynkuuonnpoBanus (B GaHKOBCKOH cdepe u B MHBIX cdepax (PHMHAHCOBOIO
pHIHKa YCTaHaBIMBAaeT YyKa3aHHble TpeOOBaHMS 10 COIVIACOBAHHIO C
IentpansapiM 6arKoM Poccuiickoil @enepanun);

5) ocymiecTBIsS€T rOCyAapCTBEHHBIA KOHTPOJIb B 00JjlacTH olecriedeHus

0€30MacHOCTH  3HAYUMBIX  OOBEKTOB  KpPHUTHYECKOH  HH(OPMaIMOHHOM
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MHPPACTPYKTYPHI, & TaKXKe YyTBep)KAaeT GOpMYy aKTa MPOBEPKH, COCTABIISIEMOr0
10 HTOTaM MPOBEEHHS YKa3aHHOTO KOHTPOJIS.

4. @enepanbHblil OpraH HCNOJHUTENBHON BIACTH, YITOJHOMOYEHHBIH B
obnactu obecrniedeHuss (YHKUHMOHUPOBaHHSA TOCYHApCTBEHHOH CHCTEMEI
oOHapyXeHus, NMpeIyNpeKACHUS U TUKBUIAIUH MOCIIEICTBHM KOMITBIOTEPHEIX
aTak Ha MH(popMaIroHHbIe pecypchl Poccuiickoit @eneparium:

1) BHOCHT TIpelIoXKeHNs O COBEpPIICHCTBOBAHHH HOPMAaTHBHO-IIPABOBOTO
perynupoBanus B oOmactu ofecrnedeHHss 0e30IaCHOCTH  KPHUTHYECKOi
uHpopManuoHHOH uHPpacTpykTypsl Ilpesunenty Poccuiickoit ®Penmepaiuu u
(umn) B [IpaBurenscTBo Poccuiickoit ®enepanuuy;

2) co3faeT HaAMOHAIBHBIN KOOPAMHAMOHHBIN LIEHTP 10 KOMIBIOTEPHBIM
VHIHACHTaM ¥ yTBEP)KIAeT HOJ0XKEeHHE O HEM;

3) xoopauHHpyeT JesITeTbHOCTD CyOBeKToB KPUTHYECKOH
uHpOpMaIMOHHOW  MHQPACTPYKTyphl IO  BompocaM  OOHapyXeHws,
NpenynpexXaeHNus U JUKBAZAUUU IIOCHEACTBUH KOMIBIOTEPHBIX aTak u
pearupoBaHys Ha KOMITBIOTEPHBIE HHIIUICHTHI,

4) opranu3yeT M IPOBOAUT OLEHKY 0€30MacHOCTH KPUTHYECKOM
uH(POPMaMOHHON HHPPACTPYKTYPHI;

5) ompenenser  mepedeHb  HHQoOpMalMM, — NpEACTaBIAeMON B
rOCyapCTBEHHYIO CHCTeMYy OOHapyXeHHUs, NMpeayHpexaeHHs U JTHKBHHALUU

HOCIeACTBUI KOMITBIOTEPHBIX aTak Ha MH(OpMaIMoHHbIe pecypcsl Poccuiickoit
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®enepanuy, ¥ NOPSIIOK €€ IPEACTaBICH;

6) yIBepXKHaeT TMOpANOK UHGOPMHpOBaHHSA (QelepalbHOr0 OpraHa
HCIIOJIHUTENbHON BJIACTH, YIOJHOMOYEHHOro B o0xacté obecrieyeHus
(QyHKIHOHHUPOBAHUSA rocy1apCTBEHHOM CHCTEMBI obHapyxXeHus,
IpenynpexXAeHHs W JIMKBUNALMU MOCIHEeJCTBUN KOMIBIOTEPHBIX aTaKk Ha
nHpopManvoHHble pecypchl Poccuiickoit ®Denepauum, 0 KOMIBIOTEPHBIX
VHIUJEHTaX, pearupoBaHMs Ha HUX, NPUHATHS Mep IO JHUKBHAALUH
IIOCJIEACTBUI KOMIIBPIOTEPHBIX aTaK, NPOBEAEHHBIX B OTHOLICHHH 3HAYHMBIX
00BEKTOB KpUTHYECKOH HH(POPMAUUOHHOW HHPPAcCTPyKTyphl (B OaHKOBCKOI
cepe u B UHBIX cdepax PUHAHCOBOTO PHIHKA YTBEPXKIACT YKA3aHHBIH MOPSIOK
1o coryiacoBaHuio ¢ LlenTpansapiM 6ankoM Poccuiickoit @enepanun);

7) yrBepxIaeT mnopsamxoxk oOMeHa wuHQopMamued O KOMIBIOTEPHBIX
HHIUAEGHTaX  MEXAy  CyOBbeKTaMM  KPUTHYECKOH  HMHQOpMAIHOHHON
HHQPACTPYKTYPHl, MEXOYy CyObeKTaMH KpUTHYeCKOH HHQPOPMAIMOHHOMH
MHQPACTPYKTYPHL U YIIOJIHOMOYEHHBIMH OpraHaMHd MHOCTPAaHHBIX T'OCYJapCTB,
MEXIyHapOIHBIMH, MEXIyHapO HBIMU HeNnpaBUTEICTBEHHBIMU
OpraHM3alsiIMH ¥ HHOCTPaHHBIMH OpraHU3alUAMH, OCYIIECTBIISIOIIUMHU
IeATeNbHOCTs B OONAacTH pearupoBaHUS HAa KOMITBIOTEPHblE HHIUAEHTHI, a
Taloke IOPANOK IIONydeHUs] CyOBheKTaMH KpUTHYecKoM HH(OpPMAaIMOHHON
HHOPacTpyKTYpsl HH(QOpMalmMH O CpeAcTBaxX U crmocobax MPOBEICHUS

KOMITBIOTEPHBIX aTaK M O METOJaX UX NPECAYTNIPCIKIACHUS 1 06Hapy)KeHI/I5I;
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8) opraHu3yer YCTaHOBKY Ha 3Ha4MMBIX OOBEKTaX KpPUTHYECKOi
MH(pOPMaMOHHOM HHOPACTPYKTYPhl M B CETAX DJIEKTPOCBSI3H, UCIOIB3YEMBIX
I OpraHU3alliy B3aUMOJEHCTBUSA OOBEKTOB KpUTHYECKON HHGOPMAIMOHHON
HHQPAaCTPYKTYpBl,  CPEACTB, IpeNHa3’HAa4eHHbIX M1  OOHapyXKeHHS,
IOpenynpexAeHuss M JUKBHJAIMH MOCHEJCTBUA KOMIIBIOTEPHBIX aTaKk H
pearvpoBaHysl Ha KOMIIBIOTEPHbIE HHIMCHTHI;

9) ycranaBnuBaeT TpeOOBaHHUA K CpEACTBaM, IIpeJHA3HAYEHHBIM JUISA
oOHapyXeHus, NpefyNpekIeHNUs U JTUKBUIAIMH TOCIEACTBHI KOMIIBIOTEPHBIX
aTak U pearupoBaHUs HA KOMIBIOTEPHbBIC UHIUICHTE;

10) yrBepxkaeT TIOpSHOK, TEXHUYECKHE YCIOBUSA YCTAHOBKH H
JKCIUlyaTaluu CPEACTB, IIpeHa3Ha4YEeHHbIX ISt o0HapyXeHus,
IpEeIyNpeXACHAs M JMUKBHNAIUH ITOCJIEINCTBAN KOMIIBIOTEPHBIX aTaKk H
pearupoBaHHsT Ha KOMIIBIOTEpHBIE HHUUACHTHI, 3a MCKIIOYEHHEM CPEACTB,
OpeHa3HAYCHHbIX [JIs IOMCKAa IPU3HAKOB KOMIBIOTEPHBIX araK B CETAX
BIIEKTPOCBA3H, HCHONB3YEMBIX JJIsi OpraHM3alli B3aUMOAEHUCTBHS OOBHEKTOB
KpUTHYeCKOH HH(pOpManHoHHOH HMHQpacTpyKTyphHl (B OaHKOBCKOH cdepe H B
uHBIX cdepax (UHAHCOBOrO phIHKA YTBEPXKAAeT yKa3aHHbIE IOPSHAOK H
TEXHUYECKHE YCJIOBHUA IO coryiacoBaHuio ¢ LlenrpansHbiM OankoM Poccuiickoit
®denepanun).

5. @enepanbHbIl OpraH WCIOJHUTEIBHON BIACTH, OCYIIECTBIISIOIIUI

¢YHKIME IO BBIPaOOTKE W peanu3aldd TIOCYHApCTBEHHOM IIOJHUTHKH H
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HOPMATHUBHO-TIPABOBOMY PpETyJIHpPOBaHHIO B O0NacTH CBS3H, YTBEPXKAAeT IO
COrTIacOBaHHUIO C  (efepalbHBIM OpPraHOM  HCIOJHUTENHHOM  BIIACTH,
YIIOJTHOMOYE€HHBIM B obmactu  obecriedeHus (GYHKITHOHUPOBaHHUSA
rOCyAapcTBEHHOH CHCTeMbl OOHapyXeHHWsd, NpEeAyNpeXIeHHsS U JHKBHAALMU
TIOCJIEAICTBHI KOMIIBIOTEPHBIX aTak Ha HH(popMallMOHHEIE pecypchl Poccuiickoi
Qenepanyiyi, TOPSINOK, TEXHUYECKHE YCIOBHUS YCTAHOBKM M JKCIUTyaTallMH
CPEICTB, IpeIHa3HAa4YCHHBIX [JIsi IOMCKA IPHU3HAKOB KOMIBLIOTEPHBIX aTaK B
CeTSIX DJJEKTPOCBI3M, HCIOIB3yEMBIX MJI1I OpraHM3alyl B3auMOIAEHCTBUA
00BEKTOB KpUTHUYECKOI HHPOPMAIMOHHON HHPPACTPYKTYPHI.

Crarps 7. KaTeropupoBanue 06beKTOB KPATHYECKO#
nHdopManHOHHOH HHPPACTPYKTYPbI

1. KaTeropupoBanue o0bexTa  KpPUTHYECKOMH HHDOPMAIMOHHOM
UHOPACTPYKTYPHI TIpeAcTaBiseT coGoM ycTaHOBIEHHE COOTBETCTBHSA O0BEKTa
KpUTHIECKOH HMH(POPMAIIOHHOM MHQPacCTPyKTyphl KPHUTEpHSM 3Ha4YUMOCTH H
IIOKa3aTellsiM HX 3HAYEHUM, IPUCBOCHUE €My OJHOM U3 KaTeropuii 3Ha4YMMOCTH,
MPOBEPKY CBEAECHMI O pe3yJibTaTax ee IIPUCBOCHHS.

2. KareropupoBaHue OCyIIECTBISETCSI UCXOAA U3:

1) conpanpbHON 3HAYMMOCTH, BBIPXKAIOIIEHCS B OIEHKE BO3MOXXHOIO
yiepba, NPUYMHAEMOTO >KM3HM WM 3/I0POBBIO JIOAEH, BO3MOXHOCTH
TpeKpalleHus WM HapylleHHs (QyHKLIHMOHHPOBAHHS OOBEKTOB 00ecHedcHHs
XKH3HEAEATEIbHOCTH HaceJIeHHs, TPAaHCITIOPTHOH HHGPACTPYKTYpHI, ceTel CBA3Y,

4 TaKXe MaKCHMaJIbHOM BpPEMCHHM OTCYTCTBHA IHOCTYyNAa K FOCYlIapCTBeHHOﬁ
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yciayre Iyis HoflydaTesnell Takol yCIyru;

2) NONMUTHYEeCKOH 3HAYUMOCTH, BBIPAXAIOHIEHCS B OLEHKE BO3MOXHOI'O
npuuuHeHus ymepba wuHrepecam Poccuiickoit ®epepanuu B Bompocax
BHYTpEHHE# U BHEIIHEH ITOJIUTHKY;

3) S5KOHOMHYECKOH 3HAYMMOCTH, BHIPAXKAIOIIEHCS B OIEHKE BO3MOXKHOIO
IPUYUHEHHS NpPSIMOr0 M KOCBEHHOTO Yymepba cyObekTaM KpHUTHYECKOMH
uHpOpMaLMOHHOM uWHOQpacTpykTypel u (unm) Oromkeram Poccuiickoit
®enepauny;

4) DKOJIOTUYECKOH 3HAYMMOCTH, BBIpAXAIOMIeHcs B OIEHKE YPOBHS
BO3IECHUCTBUS Ha OKPYKAIOIIYIO CPELy;

5) 3HAYUMOCTH o0bekTa KpUTHUIECKOH “HGOPMAIIIOHHON
UHPpacTpyKTypbl g obecrieueHusi OOOpOHBI CTpaHBl, 0e30macHOCTH
rocyJapcTBa 1 IPaBoOIOpsIKa.

3. YcranaBnuBarOTCA TPU KaTeropuy 3HAYMMOCTH 00HEKTOB KPUTHIECKOM
HHPOPMALMOHHON HHPPACTPYKTYpHI — II€pBasi, BTOPas U TPEThS.

4. CyOpexTsl KpuTHUeckolt uH(OpMAaIMOHHON HHQPACTPYKTYyphl B
COOTBETCTBUM C KPUTEPHAMH 3HAYAMOCTH M IOKa3aTelnsIMH WX 3HA4YeHHH, a
TAKKE MOPSAKOM OCYIECTBJIIEHHS KaTeropupoBaHHS NPHUCBAMBAIOT ONHY U3
KaTeropyi 3HAaYMMOCTH IIPHHAJISKAIIIM UM Ha paBe COOCTBEHHOCTH, apeH Ibl
WA WHOM 3aKOHHOM OCHOBAaHHUU O0BEKTaM KPUTHYECKOH HHQOpMaIOHHON
UHQPaCTPYKTYPHI. Eciu  oOwvexT  kputhdeckod  MHPOpManMOHHON

MHQPacTPYKTyphl HE COOTBETCTBYET KPUTEPHUSAM 3HA4YMMOCTH, IIOKa3aTellsiM
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OTHX KPHTCPHUCB H HX 3HAYCHHAM, €MY HC NPHCBaUBACTCAd HH OdHA M3 TaKHX

KaTeropui.

5.CBeneHuss 0 pe3ynbrarax IPUCBOCHUA OOBEKTY KPHTHIECKOU
UHQOPMaIHOHHOK MHQPACTPYKTYphl OXHON U3 KaTeropuil 3HaYMMOCTH 1160 00
OTCYTCTBUHM HEOOXOAMMOCTH HPHUCBOCHUSI €My OJHOM U3 TaKUX KaTeropui
CyOBEeKThl KpUTHUECKOW HHGOpMaMOHHOM HHMPACTPYKTYpHI B NMHCHBMEHHOM
BUI€ B JECATUIHEBHBI CPOK CO [HS HPUHATHS MMM COOTBETCTBYIOILETO
pelieHus HanpaBISIOT B (QeJepalbHBId OpraH MCIOJHUTENBHOW BIIACTH,
yIOOTHOMOYEHHbIH B obmactu ofecrmeuennss 0€30IaCHOCTH KPHUTHYECKOMH
uHQopManuoHHOH  uMHQpacTpykTypsl  Poccuiickoli ~ ®epepanuu, 10
yTBEpXKIESHHOH UM opme.

6. OenepaibHblii OpraH HCIIOJHHUTENIBHOM BIIACTH, YIIOJTHOMOYEHHBIN B
obmact  ofecreueHuss 6e30mMacHOCTH  KPUTHYECKOH  MH(OpPMAIMOHHON
uHppacTpykTypsl Poccuiickoit ®enepanuu, B TpUAUATUAHEBHbIN CPOK CO JTHA
HOJy4YeHUs] CBEIEHHUH, yKa3aHHBIX B YacTH 5 HacTOsmIeH CTaTbH, NPOBEpSeT
coONoneHre INOpsKa OCYIIECTBIEHHS KAaTeTOPUPOBAaHUS U TPAaBUIHHOCTH
MIPHACBOEHHS 00bEKTy KpUTHIECKOH HH(OpMaLMOHHOH HHPPacTPYKTypHl OHOH
U3 KaTeropuil 3HAa4YUMOCTH JHOO HENpPUCBOEHHSA €My HHM OJHOM U3 TaKuX
KaTeropuu.

7.B cmydae, ecnu cyObeKTOM KpUTHYECKOH HHpOpManuOHHOM

HHPPacTPyKTYpsl cOONIONEH MOPSIOK OCYHIECTBICHHS KaTeropUpoOBaHUS U
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HNpUHaJJIeXalieMy eMy Ha IpaBe cOOCTBEHHOCTH, apeHAbl WM MHOM 3aKOHHOM
OCHOBaHWH OOBEKTy KPHUTHUYECKOH HH(GOPMAIMOHHOH HH(PaCTPYKTYpHI
IPaBAIBHO IMPUCBOEHA OJHA W3 KATErOpHil 3HAYMMOCTH, (e/lepalbHBINA OpraH
WCIIOJHUTENbHOW  BJAacTH, YIHOJIHOMOYEHHBII B obnactu obecredeHus
0e30macHOCTH KpUTHUYECKOH MHGOpPMAaOHHONW MHOPacTpyKTyphl Poccuiickoit
Qenepaliii, BHOCHT CBEJEHHI O TakoM OOBEKTe  KPUTHIECKOH
uHpOpManMOHHON  HMHQPacCTPyKTypsl B peecTp 3HAaYMMbBIX OOBEKTOB
KpUTHYECKONH HH(POPMAIMOHHOK HH(PACTPYKTYPHI, O YeM B JECATHIHEBHBIN
CpOK yBEeAOMIIIETCS CyOBeKT KpUTHYECKOH uH(pOopMaIOHHO
HHPPaCTPYKTYPHIL.

8. B ciyuae, ecnu (enepaibHBIM OPraHOM HCIIOTHHUTENbHOH BIAcTH,
YIOJTHOMOYEHHBIM B o00nmacté oOecnedeHHs O€30IacHOCTH KPUTHYECKOM
uHbopMaloHHOH HH(pacTpykTypsl Poccuiickoii ®eneparyu, BbISBICHBI
HapyIIeHUs IOpSAAKa OCYIIECTBIEHHS KaTeropupoBaHHUA M (WiIH) OOBEKTY
KPUTHYECKON MH(POPMAIMOHHOW HHPPACTPYKTYpPHI, IPHHAIeKALIEMY Ha HpaBe
COOCTBEHHOCTH, apeHAbl WJIA HHOM 3aKOHHOM OCHOBaHHH CYOBEKTy
KpUTHYEeCKOH WH()OPMAIIMOHHOW HHQPPACTPYKTYphl, HENPaBWIHHO IMPHUCBOEHA
OJIHA U3 KaTeropuii 3HaYUMOCTH ¥ (MJIN) HeOOOCHOBAaHHO HE IPHCBOEHA HU OJlHA
U3 Takux KaTeropuii u (wim) cyObeKTOM KpHUTHYECKOH HH(pOpManuoHHOM
HHOPACTPYKTYPHI MPEJCTaBIeHbI HEIOJHbIe U (W) HEJOCTOBEPHBIE CBEIEHUS

0 pe3yJibTaTax IPHUCBOCHUS TaKOMY OOBEKTY KPUTHUYECKOH HH(OpMAIOHHOM
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UHPaCTPYKTyphl OHHON U3 KaTeropuii 3HAUMMOCTH JuOO 00 OTCYTCTBHH
HeoOXO0AMMOCTH IPHUCBOCHHUS €My ONHOHM W3 TakuUX KaTeropui, ¢enepanbHbIi
OpraH HCIIOJHUTENBHON BJIACTH, YIOJNHOMOYEHHHIHI B obiacté obecmedeHHs
0e30macHOCTH KPUTHYECKOH MHpopManmoHHOH HHppacTpyKTyphl Poccuiickoii
@epepauuu, B JECATUNHEBHBIH CPOK CO JHSA IOCTYIUIGHHS INpeNCTaBICHHBIX
CBEICHUII BO3BpallaéT HX B IMHCHMEHHOM BHJE CYOBEKTy KpUTHUECKOH
HHOOPMAIMOHHON HHOPACTPYKTypsl € MOTHBHPOBAaHHBIM OOOCHOBaHHEM
IPUYUH BO3BpaTa.

9. CyObeKkT KpUTHYEeCKOH HHGPOPMAIMOHHOW HHPPACTPYKTYpPhI IOCIE
IOJY4YeHHS MOTHBUPOBAHHOTO OOOCHOBaHMSA TpPUYMH BO3BpaTa CBEICHHI,
yKa3aHHBIX B 4acTH 5 HacTosIeil craTby, He OoJiee YeM B IECATUIHEBHBIA CPOK
yCTpaHsIeT OTMEUCHHbIE HEOCTATKU U IIOBTOPHO HAIpaBiseT TaKue CBeICHUS B
benepanbHBIi OpraH HCIIONHUTENRHOH BIIACTH, YIIOJIHOMOYEHHBIH B obnactu
obecrieveHus 6€30MIaCHOCTH KPUTHUECKOH MH(OOPMAIIMOHHOH HH(PACTPYKTYpBI
Poccutickoit @enepanum.

10. Ceenenus 00 OTCYTCTBUU HEOOXOJUMOCTH IIPHCBOEHHUS OOBEKTY
KPATHYECKOH HH(OPMAIIMOHHON HHQPAaCTPyKTYphl OJHOH U3 KaTeropui
3HAYUMOCTH TIOCJIE HMX MPOBEPKH HAMpaBJsIOTC (eHepallbHBIM OpraHOM
HCIIOJIHMTENIbHOW  BJIACTH, YHOJHOMOYEHHBIM B oOnact obecredeHus
0€e301acCHOCTH KPUTHYECKOH MH(POpManoHHO#H HHpacTpyKTyps!l Poccuiickoii

@egnepanyn, B rocyIapcTBEHHYIO CUCTEMY OOHapyXEHHS, NPEAYNpPEeKACHU H
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JMUKBHIALUH IOCIEACTBUN KOMIIBIOTEPHBIX aTak Ha HH(QOPMaIMOHHBIE PeCyPCHI
Poccuiickoii @enepamun, 0 4ueM B AeCATHIHEBHBIN CPOK YBEOMIISIETCS CyOBEKT
KpUTHIeCKOH HHPOPpMaMOHHOH HHPPACTPYKTYPHI.

11.B ciay4ae HelpeCTaBIeHUS cyObeKTOM KPUTHYECKOi
WHPOPMALMOHHON WHQPPACTPYKTYpsl CBEeIE€HUH, YKa3aHHBIX B YacTH 3
HacTosmlel  craThW, (QelepalpHBIA OpraH  HCIIOJIHUTENBHOM  BIAcTH,
YIIOTHOMOYEHHBIE B o0mactu obecrneuyeHuss ©0€30I1aCHOCTH KPUTHYECKOM
nH(popManuoHHON MHOpacTpyKTyphl Poccuiickoit ®Penepauuu, HampaBiseT B
ampec ykasaHHOro cyOmbekTa TpeGoBaHHE O HEOOXOJUMOCTH COOMIOEHHS
MOJIOXKEHHUHN HAacTOsIIEeH CTaThH.

12. Kateropust 3Ha4YUMOCTH, K KOTOpOH OTHECEH 3Ha4MMBIH OOBEKT
KpUTHIECKON MHPOPMAIMOHHOW HHOPaCTPYKTyphbl, MOXKET OBITh M3MEHEHa B
HOpsJIKe, IPeAyCMOTPEHHOM JJIsi KaTETOPUPOBaHMs, B CIEAYIOMIMX ClIydasX:

)0 MOTMBUPOBaHHOMY  pelIeHHI0  (eepallbHOrO  OpraHa
WCTIONHUTENPHOH BIIACTH, YHONHOMOYEHHOro B obmactTu ofecnedeHHs
Oe3omacHOCTH KpuUTHYecKo# mHbopManmoHHOH HHOpacTpyKTypsl Poccuiickoii
Qepnepanyy, IPUHITOMY IO pe3ysbTaTaM IpPOBEPKH, IPOBEJCHHOM B paMKax
OCYIIECTBIIEHHS TOCYJapCTBEHHOTO KOHTpois B obsactu obecneueHus
0e30macHOCTH  3HAUYMMBIX OOBEKTOB  KPUTHYECKOH  HH(OPMalMOHHOM

UHPPaCTPYKTYpHI;

2)B  cioy4ae  HM3MEHEHHMS  3HaYMMOro  O0BEKTa  KPHUTHYECKOl
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UH(OPMAIOHHOM HMHQPacTPyKTypsl, B pe3yiabTaTe KOTOPOTO TaKod OOBEKT
IepecTajll COOTBETCTBOBaTh KPUTEPUSM 3HAYMMOCTH M IIOKa3aTelnsiM HX
3HAYEHUN, Ha OCHOBAaHMM KOTOpPBHIX eMy Oblia IIPUCBOEHA OIpejeIeHHas
KaTeropus 3Ha4UMOCTH;

3)B cBi3M C JHKBHAAIlHeH, peopraHu3anueil cy0beKTa KPHUTHYECKOH
uHQopMaMOHHON  MHQpacTpykTypel W (WiM)  U3MEHEHHEM  ero
OpraHU3alMOHHO-TIPaBOBON (POPMBI, B pe3ysibTaTe KOTOPBIX OBLIH H3MEHEHBI
nubo yTpadeHbl INpH3HaKHM Ccy0beKTa KpHTHYECKOH HHQPOPMALOHHOM

MHPPaCTPYKTYPHL.

Crarps §. PeecTp 3HAYMMBIX 00b€KTOB KPUTHYECKOH
HH(POPMALHOHHOI HHPPACTPYKTYPBI

1. B mensx ydyera 3HaYHUMBIX OOBEKTOB KPUTHYECKOH HH(DOPMAIMOHHOM
UHQpacTpyKTypbl  (enepaiibHBIi  OpraH  HCIHOJHUTENBHOM  BJacTH,
YIIOJIHOMOYEHHbI B oOnactu obecneueHuss Oe30MacHOCTH KPUTHYECKOM
nHpopmannoHHo# uHOpacTpykrypsl Poccuiickoit Denepanuu, Be#eT peectp
3HAYNUMBIX OOBEKTOB KPHUTHYECKOH HH()OPMALHOHHOH HHQPPACTPYKTypHl B
YCTAaHOBJIEHHOM UM TIOpsAke. B gmaHHBI peecTp BHOCATCA ClEAYIOLIHE
CBEJICHU:

1) HaMeHOBaHHEe 3HAYMMOTO OOBEKTa KPUTHYECKOH HHQPOPMALHOHHOM

HHPaCTPYKTYPHI;

2) HauMeHOBaHUe cy0bexTa KPHUTHYECKOH UHGOPMAIIMOHHOM

THPPaCTPYKTYPHI;
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3) cBemeHuss O B3aUMOIEHCTBHM 3HAYMMOIO OOBEKTa KPHUTHYECKOit
MHGQOPMaLMOHHOM HHGPACTPYKTYPHI U CETeH AIIEKTPOCBI3Y;

4) cBeZieHHs O JIMLE, SKCIUTyaTHPYIOIIeM 3HaYUMBbIH 00BEKT KpUTHIECKO
HHPOPMALUOHHON MHPPACTPYKTYPHI;

5) kareropus 3HAYMMOCTH, KOTOpas NPHUCBOEHA 3HAYMMOMY OOBEKTY
KpuTHYeCKOH HH(DOpMAIMOHHON MH(PACTPYKTYPHI;

6) cBeleHMsA O IIPOrpPaMMHBIX KM IPOrpaMMHO-AMNapaTHBIX CpPeACTBaXx,
UCIONB3YEMBIX Ha 3HAa4YMMOM OO0bekTe KpuTHYeckod HHOpMaIHOHHOR
HHPPaCTPYKTYPHI;

7) Mepbl, TpuMeHseMble I obecrnedeHUs 06€30MaCHOCTH 3HAYHMOTO
00beKTa KpUTHYECKOi HHPOPMaLMOHHOH HHPPACTPYKTYPHL.

2.CBenennss W3  peecTpa 3HAaYAMBIX OOBEKTOB  KPHUTHYECKOMH
uHpOpMaOHHON HH(GPACTPYKTYphl HaNpaBIAIOTCA B TIOCYJapCTBEHHYIO
cucteMy OOHapy)XeHHUs, MpenyNpexAeHus H JUKBUAALMU IHOCIeACTBUM
KOMIIBIOTEPHBIX aTaKk Ha HHGopMalMoHHbIe pecypchl Poccuiickoil @enepanuu.

3.B cnydae  yTparel = 3Ha4YMMBIM = OOBEKTOM  KPHUTHYECKOH
HH)OPMAIMOHHOH MHQPACTPYKTYphl KaTerOpuy 3HAYUMOCTH OH HCKIIIOYaeTCs
¢enepaJbHBIM OPTaHOM HUCIIONHHUTENBHOM BIACTH, YIIOJTHOMOYEHHBIM B 00J1aCTH
obecrieyenns 0€30IMaCHOCTH KPUTHYECKOH HHPOPMALIMOHHON HHPPACTPYKTYPHI
Poccuiickoit ®Depepanuy, H3 peecTpa 3HAYUMBIX OOBEKTOB KpPUTHUYECKOI

UH()OPMALMOHHON HHPPACTPYKTYPHI.
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Crarps 9. IlpaBa u 00513aHHOCTH CYy0OBEKTOB KPHTHYECKOM
HupopmManHOHHOI NHPPACTPYKTYPHI

1. CybpexTsl KpuTHYeCcKoi MH(POPMAIMOHHON HH(PACTPYKTYpHl HMEIOT
paBo:

1) monydatp OT (enepaIbHOr0 OpraHa NCIIOJIHUTENBHON BIIACTH,
YIIOJIHOMOYEHHOro B o0nacTu obecredeHuss 0e€30IaCHOCTH KpPUTHYECKOI
nHpopManroHHOl uHOpacTpykTyphl Poccuiickoit ®epepanyy, uHGOpManuio,
HeoOxomuMyto i ofecriedeHHs 0e30MacHOCTH 3HAYMMBIX  OOBEKTOB
KpUTHYECKOH HH(QOPMAIMOHHON HHQPacTpyKTYphl, NpUHAJJIEKAIIUX HM Ha
npaBe COOCTBEHHOCTH, apeH[bl UM HHOM 3aKOHHOM OCHOBaHHH, B TOM YMCIe
006 yrposax 6e3onacHocTH 06pabaTriBaeMoit TakuMH 00beKTaMu HH(POpMaLuy 1
YA3BHMOCTH HpOrpaMMHOro o0ecrnedeHusi, OOOpYyAOBaHHS M TEXHOJOTHH,
UCTIONB3YEMBIX Ha TaKuX 0O0beKTax;

2) B nopsi/iKe, YCTAaHOBJICHHOM (efiepallbHBIM OpPraHOM HCHONHUTENbHON
BIACTH, YIOJHOMOYEHHBIM B obnactu obecriedeHuss (QyHKIMOHHPOBaHUS
TOCYapCTBEHHOM cHCTeMbl OOHapyXeHHs, NPeXyNpexAeHUs Y JUKBUAAIUH
MOCJIEACTBUI KOMIIBIOTEPHBIX aTak Ha WH(OpMalloOHHbEIe pecypchl Poccuiickoit
Mepnepauny, MONy4aTh OT YKa3aHHOTO OpraHa HHQPOPMALHIO O CpeACTBax U
cocobax TpoBeleHHs KOMIBIOTEPHBIX araKk, a Takke O MeTojax HX
NpEenYIPEXACHUSI U OOHAPYKEHHUS;

3)upu Hanmwyuu coryacus (enepasbHOrO OpraHa HCIOJHUTEIBHOU

BJIaCTH, YIOJIHOMOYCHHBIM B obmactd oOecrieueHus (I)}’HKIII/IOHI’IPOBEIHI/ISI
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rOCYHapCTBEHHON CHCTeMBl OOHapyXeHHs, NpeAyNpeXIeHHs ¥ JIMKBHUIALH
MOCTIeICTBUN KOMITBIOTEPHBIX aTak Ha MHPopMalHoHHEIE pecypchl Poccuiickoi
Qepnepanuy, 3a CBOHl cyer npuoOperars, apeHAOBaTb, YCTAaHABIWBATh U
00CITyX1BaTh cpeJicTBa, npeaHa3HaAuYEeHHbIE IS oOHapyXeHHs,
HOpenynpeXIeHus W JIMKBUNAIMM TOCIEACTBHH KOMIIBIOTEPHBIX aTtak H
pearupoBaHus Ha KOMITBIOTEPHbIE HHIIUJCHTH;

4) paspabaThiBaTh U OCYIIECTBIATH MEpPONPUATHI N0 obecredeHuIo
0e30IIaCHOCTH  3HAYMMOro  O0BbeKTa  KPUTHYECKOH  HMHGPOPMALMOHHOU
UHQPacTpyKTypHL.

2. CyObeKkThl  KpUTHYECKOH  HMH(GOPMAIMOHHON  HMHQPACTPYKTYpPHI
00si3aHbL:

1) He3aMeANMTEIPHO HHQ)OPMHPOBATH O KOMIIBIOTEPHBIX HHIMJEHTaX
denepanbHBIii OpraH HUCHOJHUTENHHOMN BIAacTH, YIOJIHOMOYEHHBIM B obiactu
obecneyeHusT (QYHKIIMOHHPOBAHUA TOCYIApCTBEHHON CHCTEMBI OOHApyXEHHS,
NpeAyNpPeXACHUS W JHUKBUAAIMH IIOCIEICTBHIA KOMIBIOTEPHBIX arak Ha
nnpopmauoHHele pecypchl Poccuiickoit ®epepanum, a takxke lleHTpanbHbIi
6ank Poccumiickoit Denepauuu (B cnydae, eciaum CyOBeKT KpPUTHYECKOM
uHQOpMaMOHHON  MH(PAcCTPyKTYpHl  OCYHIECTBISET  AEATENbHOCTh B
OaHKOBCKOU cdepe U B UHBIX cepax (PUHAHCOBOrO PhIHKA) B yCTAaHOBJIEHHOM
yKa3aHHBIM (efepalbHBIM OpPraHOM HCIOJHHUTENbHOM BiIacTH Iopanke (B
0aHKOBCKOI1 cdepe U B MHBIX cdepax PUHAHCOBOTO PHIHKA YKa3aHHBIN HOPAAOK

ycTaHaBiMBaeTcs IO coriacoBanmio ¢ lleHtpansHbiM OankoM Poccuiickoit
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Depneparymn);

2) oxa3pIBaTh COAEUCTBHE NOPKHOCTHBIM JHLAM (elepalbHOTO0 OpraHa
UCIIOJHUTENIPHOW  BIIAaCTH, YHOJHOMOYEHHOro B obmactd obecneueHus
GYHKIIMOHUPOBaHUA roCylapCTBEHHOM CHCTEMBI obHapyxeHus,
OpeaynpexAeHus M JIMKBUAALUU IIOCIEACTBHH KOMIIBIOTEPHBIX arak Ha
nHpopmarmonrueie pecypcsl Poccuiickoii Depeparun, B 0OHapyXeHUH,
OpeaylpeXIeHUHd H JIMKBUAALUMH TOCIEANCTBUA KOMIIBIOTEPHBIX aTak,
YCTAHOBJICHHMM TPWYMH M  YCIOBUA BO3HHKHOBEHHS KOMIIBIOTEPHBIX
VHLIHACHTOB,

3) B ciy4ae yCTaHOBKHM Ha 00BeKTax KpHUTHYECKOW HH(OPMAaMOHHOM
AHQPACTPYKTYphl ~ CPENCTB,  IpeAHa3HAa4YeHHBIX i OOHapy)KeHus,
IpenynpeXxaeHus ¥ JUKBAAAUUN TIOCIEACTBUH KOMIBIOTEPHBIX arTak W
pearnpoBaHHs Ha KOMIIBIOTEPHBIE HHIUIIEHTHI, oOecreqyuBaTh BBINOJIHEHHE
HOpSZIKa, TEXHUYECKNX YCIOBUM YCTaHOBKH M 3KCILTyaTal[dd TaKUX CPEeICTB, UX
COXPaHHOCTb.

3. CyObexThl  KpuUTHYeCKOH  WH(GOPMAIMOHHON  HH(PACTPYKTYpHI,
KOTOPBIM Ha IpaBe COOCTBEHHOCTH, apeHAbl MM WHOM 3aKOHHOM OCHOBaHWH
IpUHAUIEKAT  3HaYUMBIE  OOBEKTHI  KPUTHYECKOH  MH(OPMALIOHHON
HH(PaCTPyKTYphl, HapsSoy C BBHIIOJHEHHEM OO0A3aHHOCTEH, IpelyCMOTPEHHBIX
YaCTBIO 2 HACTOSIIEH CTaThH, TAK)KEe 00SI3aHbI:

1) cobmogars TpeboBaHUs MO obecredyeHUIo 0e30IacHOCTH 3HaYMMBIX
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00BEKTOB KpUTHUECKOH MH(OpMalMOHHON HMH(PACTPYKTyphl, YCTAaHOBJIECHHbIE
¢enepabHBIM OpPraHOM HUCIIONHUTENBHON BJIACTH, YIIOJTHOMOYEHHBIM B 00J1aCTH
obecrieuenus 6€30MacCHOCTH KpUTHUECKON HHPOPMAMOHHOM HH(PPACTPYKTYpHI
Poccuiickoit ®enepanuy;

2) BEINOJHATH MpeINHcaHus AOJDKHOCTHBIX JIHI (efepanbHOro opraHa
UCIIONIHUTENBHON  BJAaCTH, YIOJIHOMOYEHHOro B oOsactH obecnedyeHus
0e30macHOCTH KpUTHYECKO# MH(poOpMaIoHHON MHGpacTpykTypsl Poccuiickoi
®enepanuu, 06 ycTpaHeHHH HapynleHHH B yacTu coOmoneHns TpeboBaHuH 110
obecrieyeH o 6e30macHOCTH 3HaYUMOT0 o0bekTa KPUTHYECKOI
nHGOpMAOHHON  MH(PACTPYKTYphl, BBIJaHHBIE OTHMH JIMIAMH B
COOTBETCTBHH CO CBOEH KOMIIETEHIUEH;

3) pearupoBaTh Ha  KOMIBIOTEpHBIE  HHIMAEHTHI B  HOPSJIKe,
yTBepXIeHHOM  (elepadbHbIM  OpraHOM  HCIIONHHUTENBHONH  BIACTH,
YIOONHOMOYEHHBIM B ofmactu  ofecriedeHHs — (QyHKUHOHHPOBAHUSA
rocyJapCTBEHHOHM CHCTEMBbI OOHapyXeHUs, NMPeRyNpPEeXIeHUS U JHUKBUIALUH
TIOCJICACTBHI KOMITBIOTEPHBIX aTak Ha MH(GOpMalUOHHBIe pecypchl Poccuiickoit
Qenepanunu, MPUHUMATh MEPHI M0 JUKBHIALWHU NOCIEACTBUNA KOMIIBIOTEPHBIX
aTaKk, IPOBEICHHBIX B OTHOIICHMH 3HAYMMBIX OOBEKTOB KPHTUYECKOMH
nHGOpMaMOHHOH UHGPACTPYKTYPHI;

4) oGecrieurBaTh OECHpENSITCTBEHHBIH JOCTYN JOJDKHOCTHBIM JIHLAM
(elepaTbHOro opraHa HCIIOJHHUTENBHOM BIACTH, YIOJIHOMOYEHHOIO B o0nacTu

obecrieveHus 6€30MaCHOCTH KpUTHUECKOH HHGOPMAMOHHON UH(PPACTPYKTYpPhI
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Poccuiickoit Denepanny, K 3HAYHMBIM 00BEKTAM KpUTHYECKOU
MH(QOpMaLIMOHHON WHOPACTPyKTYpsl IpPH peaIM3aldHd OTHMH JIHLAMHU
IOJTHOMOYMH, IpPeoyCMOTpeHHBIX cTathedl 13 HacTtosmero PenepanbHOrO

3aKoOHa.

Cratesa 10. CueremMa 0€300aCHOCTH 3HAYHMOro o0beKTa
KpuTHYecKoii nHpopManuoHHOH HHPPACTPYKTYPHI

1.B memix ofbecniedeHns  0e30MacHOCTH  3HA4YUMOro  OOBeKTa
KpuTudeckod HHQOPMANMOHHOH WHQPACTPYKTYpPhl CYOBEKT KPUTHUYECKOU
UHQOPMaMOHHOW WHQPPACTPYKTYphl B COOTBETCTBUM C TpeOOBaHUIMHU K
CO3JIaHMIO cUCTeM ©0e30IacHOCTH TaKUX OOBEeKTOB M OOeCHeueHMIO HX
(GYHKUMOHUPOBAHUS, YTBEPXKACHHBIMU ¢benepabHBIM OpraHoM
HCIIOJIHUTEIGHOW  BJIACTH, YIOJHOMOYEHHBIM B o0mact obecredeHus
6e30IMacHOCTH KpUTHIeCKOH MH(OpMaMOHHON HHppacTpyKTypsl Poccuiickoi
®enepanyy, co3naeT cUcTeMy 0€30MacHOCTH TaKoro o0vekTa U obecrednBaeT
ee (QYHKIIMOHUPOBaHHUE.

2. OCHOBHBIMH 3aJja4aM{ CHCTeMBI 0€30IIaCHOCTH 3HAYMMOro OO0BEKTa
KpuTHUIeCKOH HHPOpMalMOHHONH HHOPACTPYKTYPHI SBISIOTCS:

1) npenoTBpaiieHe  HEMpaBOMEPHOTO  JocTynma K HH(popmanuy,
00pabaTpiBaeMOit 3HAUYMMBIM OOBEKTOM KPUTHYECKOH HH(POPMAnHOHHON
UHQPaCTPYKTYpHl, YHHUTOXKEHUS TakoH uMHpopMaimn, ee MoaupuimpoBanus,
OJIOKMPOBaHUSA, KOMMPOBAHUS, MPEIOCTABICHHS U PacIpOCTPaHCHHUsS, a TaKXKe

WHBIX HETIPaBOMEPHBIX JIeHCTBUH B OTHOILCHUH TaKoi HH(pOpMaIuy;
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2) HefoNyieHHe BO3JEHCTBHA Ha TeXHUYECKHe cpencTBa 00paboTKH
uHbOopManuKM, B pe3yibTare KOTOPOro MOXeT OBITh HapymeHo u (WiIH)
mpekpamieHo  (QYHKIMOHHUPOBaHHE  3HAYMMOrO  00BEKTa  KPUTHYECKOM
HH(QOpMaIMOHHON UH(PPaCTPYKTYPBHI;

3) BoccTaHOBIIEHUE GYHKIHOHHPOBAHUS 3HAYMMOTO o0beKTa
KPUTHYECKOH HHGOPMAIMOHHOH HMHOPACTPYKTYphl, oOecreynBaeMoro B TOM
YHCJIEe 33 CUET CO3JAHUS M XPaHEeHHUS pe3epBHBIX KoM He0OX0aUMOM AJIs 3TOro
uH(bopMaIuy;

4) HenmpeprIBHOE  B3aUMOJEHCTBHE C TOCYAApCTBEHHOH CHCTEMOH
oOHapyXeHus, IpeaynpexIeHus 1 JTUKBUAALNH IOCIEeACTBAN KOMIBIOTEPHBIX
aTak Ha uHGopMaIHoHHbIe pecypcehl Poccuiickoit @enepanui.

Cratpsa 11. TpeGoBanust no o6ecrneueHHI0 6€30NACHOCTH 3HAYHMBIX
00bCKTOB KpUTHYECKOH HHPOPMAITHOHHOH

HHpaCcTPYKTYypPHI

1. TpeGoBanus 1o obecreyeHHIO 6e30NacHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKOH  HMHQOpMAlMOHHOW  HMHOPACTPYKTYpHl, YCTaHaBIHBACMBbIE
¢eepasHEIM OPraHOM HCTIONHUTENIBHOM BIacTH, YIIOJIHOMOYEHHBIM B 00J1aCTH
obecrieueHus1 6€30MacHOCTH KPHUTHYECKOH HHPOPMaLHOHHON HHQPaCTPYKTYpHI
Poccuiickoit @enepanun, nuddepeHIUPYIOTCS B 3aBUCHMOCTH OT KaTerOpUH
3HAYMMOCTH OOBEKTOB KPHTHYECKOH HH(OPMAIMOHHOH HH(PacTpyKTYpHl H

OTHMH TpeﬁOBaHI/IﬂMI/I npeaycMaTpuBarOTCs.
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1) nnaHupoBaHue, pa3paboTKa, COBEPIIEHCTBOBaHHE M OCYILECTBICHHE
BHEJIpEHHS MEpONIPUATHH 110 obecriedeHUuI0 6e30I1aCHOCTH 3HAYMMBIX 00BEKTOB
KpUTHYeCKoH HH(POpPMalMOHHONH HHPPACTPYKTYPHI;

2) npuHATHE OPraHHU3alMOHHBIX M TEXHUYECKHX Mep i1 obecrieueHUs
0e30macHOCTH  3Ha4MMBIX OOBEKTOB  KPUTHYECKOH  HMH(POpManuOHHOM
UHPPACTPYKTYPHI;

3) ycTaHOB/IEHHE I1apaMeTPOB M XapaKTEPUCTHK IPOrPaMMHBIX H
IpOrpaMMHO-allIapaTHBIX  CpEeACTB, INPUMEHAEMBIX I  obecneueHus
0€30I1aCHOCTH  3HAYMMBIX OOBEKTOB  KpUTHUYECKOH  HH(MOPMAIMOHHOMN
UHPPaCTPYKTYPHI.

2. TocynapcTBeHHbIE OpraHbl M PpOCCHHMCKHE IOpDHIUYECKHE JIMLA,
BBIIONIHAIOIME (YHKOUMM 10 pa3paborke, IPOBEACHHUIO WIH pealu3alidd
rOCYIapCTBEHHOM MOJMTHUKY U (WJIM) HOPMATUBHO-IIPABOBOMY PEryJIHPOBaHHUIO
B YCTaHOBIICHHOH cdepe HeATeNbHOCTH, II0 COINIACOBAHUIO C (peleparbHBIM
OpraHOM HCIIOJHUTENBHON BJIACTH, YIIOJTHOMOYEHHBIM B o0jacTu obecneueHus
6e30macHOCTH KpUTHYeCKOoi HH(pOopManuOoHHOW MH(ppacTpyKTypsl Poccuiickoii
Qenepanyiy, MOTYT YyCTaHaBIUBaTh JIONOJHWTENbHBIE TpeOoBaHUA 1O
obecrieueHHIO 6e3omacHOCTH 3HaYMMBIX 00BEKTOB KpUTHIECKOU
nHGOPMAIIMOHHOK UHQPACTPYKTYPHI, coJiepXxarue oco0eHHOCTH

({YHKIIMOHHMPOBaHUA TaKuX 00BEKTOB B YCTAHOBJICHHOU cepe e TeIbHOCTH.
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Crates 12. Onenxa 0e30nMacHOCTH KPHTHYeCKO#H HH(pOpPMaHOHHON
HHPPACTPYKTYPHI

1. Onenka OezomacHoCTH KPUTHYECKOM UH(pOPMaIOHHOMH
UHQPaCTPYKTYpBl OCyIIEecTBIAeTCS (pelepalbHBIM OpPraHOM HCIOTHUTENIBHOM
BacTH, YINOJHOMOYEHHHIM B oOnactu ofecrneyeHus (QYHKIHOHHPOBAHUS
rOCYAAapCTBEHHON CHCTEMBbl OOHapy)KeHHUH, NpeAyNpeXIeHHS ¥ JINKBUAALUH
HOCTIEACTBHI KOMIIBIOTEPHBIX aTak Ha MH(opMalyoHHbIe pecypcsl Poccuiickoil
Qenepanyy, B LeNAX NPOrHO3MPOBAHHS BO3HMKHOBEHHS BO3MOXXHBIX YIPO3
0e30MmacHOCTH KpUTHUYECKOH HHGOpMAOHHOA MHQPPACTPYKTYPhl 1 BEIpabOTKU
Mep I10 HMOBBIIEHUIO YCTOXYHBOCTH ee (YHKIIMOHHUPOBAHMS IIPU MIPOBEIEHHU B
OTHOLIEHHH e KOMIIBIOTEPHBIX aTak.

2.1lpu  ocymecTBIeHHH  OHEHKHM  0€30IaCHOCTH  KpPUTHYECKOi
‘MHQOPMaOHHOM HHOPACTPYKTYPhI IPOBOAUTCS aHAIIH3:

1) maHHBIX, ITOJTy4aeMBIX npu HCIIOJIb30BaHUH CpEeICTB,
IpegHa3sHauYeHHBIX s OOHapyxeHus, INpedylIpexaeHus W JTUKBUOALMU
MOCJIEACTBUN KOMIIBIOTEPHBIX aTaK M pearupoBaHMs Ha KOMIIBIOTEpHEIE
MHUANEHTH, B TOM 4YHciie MHGOpPMALUU O HAIHUYHH B CETAX OJIEKTPOCBS3H,
HCHOJBb3YEMBIX JUISI OpraHM3allid B3aMMOAEHCTBHA OOBEKTOB KPHUTHYECKOH
THPOPMALHOHHON HHQPACTPYKTYPHI, IPU3HAKOB KOMIIBIOTEPHBIX aTakK;

2) nadopmanuy, IpelICTaBIsIe MO cyOBpeKTaMu KpUTHYECKOU
MH(POPMaLMOHHOU HHOPacTPYKTYpHI %} benepaabHbIM OpraHoM

HCIOJIHUTEIBHON BJIaCTH, VYIIOJJHOMOYCHHBIM B obiactu  obecreueHus
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Oe3omacHOCTH KpuTHUYecKoi mH$popMarmoHHoi nHdpacTpykTypsl Poccuiickoit
Qenepand, B COOTBETCTBUH C IepeyHeM HHGOpManuud H B TOPSIKE,
ompenensieMbIMH  (elepabHEIM  OpPraHOM  HCIIOJIHUTENBbHOM  BJIACTH,
YHOJIHOMOYEHHBIM B obnactu obecrneueHus GYHKIIMOHUPOBaHUSA
rOCYJapCTBEHHOH CHCTeMbl OOHapyXeHUs, MpenyNpeXJeHHs W JUKBUIALUH
IIOCTIEAICTBUIM KOMIIBIOTEPHBIX aTak Ha MHPOPMALMOHHEIE pecypchl Poccuiickoii
Qenepanuy, a Takke HHBIMH He SBIIOMMMHUCH CyOBEeKTaMH KPHTHYECKOU
HHGOpMaMOHHOH UHQPACTPYKTYphl OpraHaMy U OpraHU3alUsAMH, B TOM 4HCIE
MHOCTPaHHBIMHU ¥ MEXIyHapOIHBIMY;

3) cBemeHuil, IpENCTaBISEMbIX B  TOCYHApCTBEHHYIO  CHCTEMY
o0HapyxeHus, NpeoyIpeXIeHus U JUKBHAALUHU IOCIEACTBUN KOMIIBIOTEPHEIX
arak Ha wuH(opmauuoHHble pecypchl Poccuiickoit Pexepanuu M0 HTOraMm
TpOBEJEHNUA TOCYJapCTBEHHOr0 KOHTpoJii B obmactd  obecredeHus
0e30macHOCTH  3HAYUMBIX  OOBEKTOB  KpHUTHYECKOH  HWH(OpManMOHHOHN
HHPPACTPYKTYpHI, 0 HapymeHuH TpeboBaHuil no obecnedeHnto 6e30IaCHOCTH
3HaYNUMBIX OOBEKTOB KPHTHYECKOH HWHGOPMALMOHHOH HHQPACTPYKTyphl, B
pesynbTare KOTOpPOro CO3/1aK0TCs IIPEANOCHUIKH BO3HHKHOBEHMU
KOMIIBIOTEPHBIX HHIHEHTOB;

4)unoit  wHpOpMamMH, IOJydyaeMoil  QelepasbHBRIM  OPraHOM
UCIIOJIHUTENbHOM  BIAaCTH, YIOMHOMOYEHHbIM B ofnacTH obecnedeHus

(GYHKIMOHUPOBAHUA roCyAapCTBEHHOU CHCTEMBI oOHapy>XKeHHUs,
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OpenynpexaeHuss ¥ JHUKBUAAUMM IOCIEACTBHH KOMIBIOTEPHBIX arak Ha
uHbopMaIoHHble pecypchl Poccuiickoit ®Denepaiyii, B COOTBETCTBHH C
3akoHozarenscTBoM Poccuiickoit @eneparuu.

3. Jlna peanusaluy IOJIOXKEHUI, NPEXyCMOTPEHHBIX 4YacTsaMu | u 2
HacTosme!d cCTaThH, (elepalbHBIf OpraH  HUCHOJHUTENBHOHM  BJIACTH,
YIOJTHOMOYEHHBIH B obnactu obecnieyeHus GYHKIMOHUPOBAHHUS
TOCYZJapCTBEHHOM CHUCTEMBI OOHAapyXE€HHs, HPENyNpeXIeHNS W JHUKBUAALUN
HOCHEACTBHI KOMITBIOTEPHBIX aTak Ha MH(GOpMaI[HOHHBIE pecypchl Poccuiickoit
Qenepauyy, OpraHu3yeT YCTAHOBKY B CETSIX JJIEKTPOCBS3HU, UCIIONB3YEeMbIX IJIA
OpraHM3aLil B3aUMOJEHCTBUA OOBEKTOB KPHUTHYECKOH MH(OPMAIMOHHOM
NHQpPaCTPyKTyphl, CpEACTB, IpeJHA3HAYEHHbIX JUI ITIOMCKa IPHU3HAKOB
KOMIIBIOTEPHBIX aTaK B TAKUX CETAX EKTPOCBI3H.

4.B nemix pa3palGOTKH Mep II0 COBEPIICHCTBOBAaHHIO 0€30IaCHOCTH
KpUTHYeCKOH HH(OpManMoHHONH WHOPAaCTPYKTYphl (QenepaibHbIi Opra
UCIOJHUTENBPHOM BIIAaCTH, YIIOJIHOMOYEHHBIH B oOnactu obecrneueHus
(GYHKIIHOHUPOBaHHUS roCylapCTBEHHOU CHCTEMBI oOHapyXeHus,
IpEeayNpeXACHA U JNUKBHJALNWK TIIOCHEACTBUM KOMIIBIOTEPHBIX araKk Ha
nH(opMalMoHHBIEe pecypchl Poccmiickoit ®enepanuy, HampaBinseT B
¢enepanbHbIl OpraH WCIIOJHHUTEIBHON BIIACTH, YIIOJHOMOYEHHBIH B o6iacTu
obecrieuenns 6e30MaCHOCTH KPUTHIECKOH MHGOPMALMOHHON HHPPaCTPyKTypB

Poccuiickoii Denepanuu, pe3ynbTaThl OCYIIECTBICHHS OLIEHKH O€30I1aCHOCTH
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KpUTHUECKOH MH(POPMaLHOHHONK NH(PACTPYKTYPBHIL.

Cratps 13. T'ocyaapcTBeHHbIH KOHTPOJIb B 00j1acTH 00ecneyeHunst
0e30MaCHOCTH 3HAYHMBIX 00bEKTOB KPATHYECKOIH

HHOpManHOHHONH HHPPaCTPYKTYpbI

1. T'ocynapcTBeHHBIM KOHTPOJL B obnactu obecriedeHus 0e30macHOCTH
3HAYUMBIX OOBEKTOB KPUTHYECKOH HHGPOPMAUMOHHON HHQPACTPYKTYPHI
IPOBOIUTCS B IENSAX HPOBEPKH COOIOACHUA CYOBEKTaMH KpPUTHUYECKOH
MHOOPMAMOHHOW HHQPACTPYKTYphl, KOTOPBIM Ha IIpaBe COOCTBEHHOCTH,
apeHIbl WIM WHOM 3aKOHHOM OCHOBaHHHM NpUHAAJIEXaT 3HAYMMBble OOBEKTHI
KPUTHUYECKOM HH(OPMALMOHHOM HHOPaCTPYKTYPHI, TpeGoBaHUH,
YyCTAaHOBIEHHBIX HacTosiuM DefepanbHbBIM 3aKOHOM M NPUHATHIMH B
COOTBETCTBMM C HHMM HOPMAaTHUBHBIMH IIPaBOBBIMH aKTaMH. YKa3aHHBIH
rocyIapCTBeHHBIN KOHTPOJIb IIPOBOAUTCS ITyTEM OCYIIECTBIEHHS (enepabHbIM
OpPraHOM HCIIOJHUTEIBHOM BJIAcTH, YHOJHOMOYEHHBIM B 00jacTH oOecredyeHus
0€e301MacHOCTH KPUTHYECKOH MH(OpMalMOHHOH MH(pacTpyKTyphl Poccuiickoit
deneparyy, IIaHOBBIX HJIM BHEIUIAHOBHIX IIPOBEPOK.

2. OcHOBaHHEM MJI1 OCYIIECTB/IGHUSA IJIAHOBOH TIPOBEPKH SBIAETCS
HCTEYEHHUE TPeX JIeT CO JHA:

1) BHeceHua cBeeHHI 00 o00bBexTe KPUTHYECKOH WHGOPMAIMOHHOM
UHOPACTPYKTYphl B peecTp  3HaYMMbIX  OOBEKTOB  KPHTHYECKOIi
MHGOOPMAMOHHON HHPPACTPYKTYPHI;

2) OKOHYaHMUS OCYUIECTBJICHHS TIIOCICAHEH IITaHOBOM TIPOBEPKH B
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OTHOIIGHHM  3Ha4uMoro  oOpeKkTa  KpUTHYECKOM  mHGOpManHOHHOH
UHPPaCTPYKTYPEL.

3. OcHOBaHHEM JJIsi OCYIIECTBIICHHS BHEIUIAHOBOH MPOBEPKH SBISETCS:

1) uctedeHne  cpoxa  BBHIIOJNHEHHUSA  CyOBEKTOM  KPHUTHYECKOM
UH(GOPMaIMOHHOM HHQPPACTPYKTyphl BBIJAHHOTO (efepalbHBIM OpPraHOM
HCIIOJIHUTEILHOM  BIIACTH, YIOJHOMOYEHHBIM B oOmact  obecriedeHus
0e30macHOCTH KpUTHYECKOH HHGpopManHoHHOH HMH(pacTpykTyphl Poccuiickoit
Depepauuy, npeanucanus o0 YCTpaHEHHH BBISBIEHHOTO HAapyIICHHS
TpeboBaHui Mo obecredeHnIo 0e30NaCHOCTH 3HAaYUMBIX 00BEKTOB KPUTHIECKOH
UH(pOPMaAMOHHON HHPPACTPYKTYPHI;

2) BOBHUKHOBEHHUE KOMITBIOTEPHOTO HHIWJICHTA, MOBJIEKILIETo
HETaTUBHBIE  TIOCTENCTBHS, Ha  3HAYUMOM  OOBEKTE  KpUTHYECKOIt
uH(POPMaMOHHON HHPPACTPYKTYPHI;

3) mpukaz (pacmopsbkeHHe) pyKoBomuTens (QenepanbHOro  OpraHa
ACIIOJIHUTEILHOH  BJIACTH, YIHOJHOMOYEHHOro B o00nacTh obecriedeHus
0e30MacHOCTH KpUTHYECKON MHPOpMAIMOHHONH MHOPacTpyKTypsl Poccuiickoil
Qenepauyy, U3AaHHBIM B COOTBETCTBUM C IopydeHueM [Ipesuzenra
Poccuiickoit ®enepanuu win IlpaBurennscrBa Poccuiickoit ®enepanuu mubo Ha
OCHOBaHHMH TpeOOBaHUS NIPOKYpopa 00 OCYIIeCTBICHUH BHEIJIAHOBOH IPOBEPKU
B paMKax MPOBeAEHHUS HaN30pa 3a HCIIOJIHEHHEM 3aKOHOB II0 NOCTYIHBIIUM B

Oprassl IPOKypaTypsl MaTepraiaM U 0OpaleHusM.
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4.Jlo wrtoraM IUIAHOBOM MM BHEIUIAHOBOM IpOBEPKH (eneparbHbIM
OpraHOM HCIIONHUTENHHON BIACTH, YIOJHOMOYEHHBIM B 00JacTH obecreyeHus
0e30MacHOCTH KpUTHYECKON HMHGpOpMaImoHHOH HHPpacTpyKTypbl Poccuiickoi
Qenepanyy, COCTABILCTCS aKT INPOBEPKHM IO YTBEPXKACHHOW YKa3aHHBIM
oprasom ¢opme.
5.Ha ocHOBaHMM aKTa NpPOBEPKH B CJIydac BBIABICHUS HapyILIEHUSI
TpeboBanmii Hacrosmero ®eaeparbHOro 3aK0OHa M IPUHATHIX B COOTBETCTBHH C
HUM HOPMAaTHBHBIX IPaBOBEIX aKTOB I10 obecredeHH0 6€30macHOCTH 3HAYUMBIX
00BEKTOB KPUTHYECKOH HHQPOPMAIIOHHONH HHQPACTPYKTYPHl (emepaabHbIH
opraH HCIOJHHUTEIBHONH BIACTH, YIIOJIHOMOYEHHBIH B obnacth obecriedeHus
0e30I1acHOCTH KpHTHYEeCKOoH nHGOopManHOHHOH HHQPpacTpyKTyphl Poccuiickoit
Depepaumy, BbIJAeT CyOBeKTy KpUTUYECKOH “HPOpMAIIOHHON
AHOPACTPYKTYphl NpeAnucaHue o0 yCTpaHEHHH BBIIBICHHOI'O HapyIIECHHUS C
yKa3aHHEeM CPOKOB €ro YCTpaHeHHS.
Cratpg 14. OTBeTCTBEHHOCTD 32 HapyuieHHe TpeOoBaHuii
HacTosiero ®@eaepanbHOro 3aKOHA H NPHHATHIX B
COOTBETCTBHH C HUM HHBIX HOPMATHBHBIX NPaBOBBIX
aKToOB
Hapymenue tpeboBanuii Hacrosmero ®enepalbHOro 3aKoHa U MPUHSTHIX
B COOTBETCTBHM C HUM HHBIX HOPMAaTHBHBIX IIPaBOBBIX aKTOB BiledeT 3a coboit

OTBETCTBEHHOCTh B COOTBETCTBHMHM C 3aKOHOZATEIbCTBOM Poccuickoit

®Qepnepanuy.
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Crarps 15. Berynienune B cuiy nacrosimero ®enepajbHOro 3aKkoHa
Hactosmuiit ®@enepanbHblii 3aKOH BCTynaeT B cuily ¢ 1 suBaps 2018

roza.

B.Ilytun

Mocksa, Kpemib
26 urons 2017 rona
Neo 187-@3



